Curtin University

Information Breach Policy

1. COMPLIANCE OBLIGATION SUPPORTED
Curtin University Act 1966 (WA)
Privacy Act 1988 (Cth)
Higher Education Support Act 2003 (Cth)
Student Identifiers Act 2014 (Cth)
Freedom of Information Act 1992 (WA)
Privacy (Tax File Number) Rule 2015 (Cth)

2. PURPOSE

to individuals and the University.

3. POLICY STATEMENT

3.1 The University community is responsible for handling personal information and sensitive

3.1.1  Third-party vendors and contractors entrusted with personal information and

University Policies and Procedures to protect the confidentiality and integrity of the
information.

accordance with requirements set out in relevant University Policies and Procedures.

3.2 The University will ensure that staff, students and the University Community are provided with
access to training and guidance to ensure they understand their responsibilities and
obligations under this Policy and relevant privacy laws.

3.3 The University is committed to adherence to the Australian Privacy Principles (APPs)
contained in the Privacy Act 1988 (Cth) and will ensure that the University community is
adequately informed of their obligations.

3.4 The University will collect, store, use and protect personal information and sensitive personal

and any other applicable Australian Privacy law, or relevant jurisdictional law for overseas
locations (e.g., General Data Protection Regulations (GDPR)).

3.4.1 The University will implement and regularly review reasonable measures to prevent
information_breaches.

3.5 Personal information and sensitive_personal_information will be retained only for as long as
necessary to fulfill the purposes for which it was collected or as required by law. When no
longer needed, reasonable steps will be taken to destroy the information in accordance with
the Information Management Procedures or to ensure that the information is de-identified prior
to the decommissioning of systems.

3.6 Cybersecurity procedures will be established to promptly respond to and investigate any actual
or potential unauthorised access or modification to University systems or loss or disclosure of
information held within University systems.
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https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_235_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_235_homepage.html
https://www.legislation.gov.au/C2004A03712/latest/text
https://www.legislation.gov.au/C2004A03712/latest/text
https://www.legislation.gov.au/C2004A01234/latest/text
https://www.legislation.gov.au/C2014A00036/2017-01-01/text
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_353_homepage.html
https://www.legislation.gov.au/F2015L00249/latest/versions
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/
https://www.oaic.gov.au/privacy/australian-privacy-principles/read-the-australian-privacy-principles
https://www.legislation.gov.au/C2004A03712/latest/text
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I

3.7 In the event of any misuse, interference, loss or accidental disclosure, as well as any actual

its affiliates and contractors) the University will respond in accordance with the Information
Breach Procedures.

4 SCOPE OF POLICY

This policy applies to the University Community, including Council members, students, staff,
University Associates, Curtin controlled entities, and all persons participating in University business
or activities, including whether as a visitor, adjunct appointee, service provider, contractor or
volunteer. Global campuses must abide by freedom of information, privacy and any requirements
for the management and reporting of data breaches which apply to their jurisdiction.

5. DEFINITIONS

(Note: Commonly defined terms are located in the Curtin Common Definitions. Any defined terms below are
specific to this document)

Disclose

The University discloses your personal information when they give access to it, or show it to another
individual, organisation or agency.

Information Breach

harm to any individual.

Privacy Collection Notice

A statement that is provided to an individual at the time an organisation collects personal information
from them (or as soon as possible after the information is collected). A collection notice explains
the purpose for which the information is collected, and how the organisation will use and handle the
information.

Potential information breach

Any circumstance where it is possible that someone may have gained access to a computer system,
network, or data in error or without permission, including loss of a device or suspected access.
Sensitive personal information

A classification of personal information that includes a person’s racial or ethnic origin; political
opinions or memberships of a political association; religious or philosophical beliefs or affiliations;
membership of a professional or trade association or union; sexual orientation or practices; criminal
records; genetic, health or biometric information.

6. SUPPORTING PROCEDURES

Information Breach Procedures (forthcoming)

7. RELATED DOCUMENTS/LINKS

e Curtin Information Statement

e Privacy Policy
e Privacy Procedure

e Information and Communication Technoloqy (ICT) Appropriate Use Procedures

e Information Management Policy

e Information Security and Information and Communication Technology (ICT) Appropriate Use

Policy
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https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/
https://informationmanagement.curtin.edu.au/local/docs/foi/2022InformationStatement.pdf
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#P
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#P
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I

e Information Security Classification Policy

¢ Information Security Classification Decision Matrix

e Information Security Classification Flowchart

e Privacy Advice — Student Confidentiality

e Research Data and Primary Materials Policy

e Student’s Privacy Collection Notice

e Investigate a Privacy Data Breach

e Australian Privacy Principles

e Criminal Code Act Compilation Act 1913 (WA)
e Electronic Transactions Act 2011 (WA)

e Evidence Act 1906 (WA)

e Freedom of Information Act 1992 (WA)

e Privacy Act 1988 (Cth)

e State Records Act 2000 (WA)

¢ WA Government Information Classification Policy

e Privacy and Responsible Information Sharing Act 2024 (WA)
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https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#I
https://staffportal.curtin.edu.au/services/information-management-archives/managing-information/how-to-guides/
https://staffportal.curtin.edu.au/services/information-management-archives/managing-information/how-to-guides/
https://informationmanagement.curtin.edu.au/local/docs/PrivacyAdviceStudentConfidentiality.pdf
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#R
https://www.curtin.edu.au/about/governance/compliance-legal/find-a-policy/#R
https://www.curtin.edu.au/students/essentials/rights/
https://au.promapp.com/curtinuniversity/Process/Minimode/Permalink/y5tddVm56eWvAEMKqzasA
https://www.legislation.gov.au/Series/C2004A03712
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_218_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_12856_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_312_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_353_homepage.html
https://www.legislation.gov.au/Series/C2004A03712
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_924_homepage.html
https://www.wa.gov.au/government/document-collections/western-australian-information-classification-policy
https://www.parliament.wa.gov.au/parliament/bills.nsf/BillProgressPopup?openForm&ParentUNID=3329DA2DC25F557148258B1E003267FF
https://staffportal.curtin.edu.au/staff/profile/view/krista-bell-0d3daee1/

